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Abstract

The Dynamic Host Configuration Protocol (DHCP) is a widely used IP address allocation
scheme used worldwide. DHCP can use the computer's Media Access Control (MAC)
address to determine what IP address to issue that computer. Thus it is very important for
the Network Administrators to know what MAC addresses exist and need to be alerted
if any foreign MAC address infrudes their environment. In this whitepaper an approach
to solving this problem using Splunk will be demonstrated to achieve this objective.
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Splunk is an IT search, monitoring and reporting tool for IT system administrators. It crawls
logs, metrics, and other data from applications, servers and network devices and
indexes them in a searchable repository from which it can generate graphs, reports,
and alerts. It is intended to assist system administrators in the identification of patterns
and the diagnosis of problems. Log files can be correlated across systems and software
components which can help administrators uncover the cause analysis of system
failures. The paper assumes the reader has prior experience with using and
administrating Splunk.

A Network Administrator is using DHCP to assign IP addresses across his environment.
The IP address decides the privileges a user gains in the environment. Since MAC
address can be used to determine which IP address a user gets only in static allocation
mode, it becomes critical in certain cases to keep tfrack of MAC addresses in the
environment if dynamic allocation is elected. To tfrack authorized and unauthorized
MAC address activity within the environment, an administrator will typically require
either expensive Network Access Control (NAC) solutions, or monitor MAC addresses
manually, in this white paper, we offer an alternative to both approaches based on Log
Management and reporting.

Splunk as an IT search and reporting engine could be customized to solve the Foreign
MAC address and MAC address Spoofing simultaneously. The approach presented
here is based on white list tagging for MAC addresses captured via SNMP traps.

A Cisco switch is used to demonstrate this concept; but it could be replicated to any
network device capable of sending Simple Network Management (SNMP) traps.

We have to enable MAC address notifications in the switch we would like to monitor.
MAC address noftification enables you to tfrack users on a network by storing the MAC
address activity on the switch. Whenever the switch adds or removes a MAC address,
an SNMP notification can be generated and sent to the Splunk server.

Example:

Switch (config)# snmp-server host SPLUNK SERVER traps private
Switch (config)# snmp-server enable traps mac-notification
Switch (config)# mac address-table notification

Switch (config)# mac address-table notification interval 60
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Switch (config)# mac address-table notification history-size 100
Switch (config)# interface fastethernet0/4 ‘
Switch (config-if)# snmp trap mac-notification added|removed*

This will send the SNMP traps to the Splunk Sever whenever a MAC address is added or
removed from the Switch.

Splunk Indexer inherently cannot receive SNMP traps thus depending on the base OS
we will have to do the following

O *Nix O
Configure snmpftrapd to write to a file on disk
# touch /var/run/snmp-traps
# snmptrapd -Lf /var/run/snmp-traps

Configure the Splunk server to add the file as an inputi

o Windows
Enable “snmpftrap.exe” on the Server and use any SNMP Management
server to write the Traps to a file.

Configure the Splunk server to add the file as an input

Here are some of the samples of SNMP MAC address notification as seen in Splunk.

OESTEEICASEeE v1an: 146  VACHAGATIN0000WEETINITIT DotldBasePort: 3

History Index 2, Entry Timestamp 921715, Despatch Timestamp 92171

OESTEEICPEISEsE vian: 146  MACHAGAE000BYSET6N 72800 Dot 1dBasePort: 3

History Index 3, Entry Timestamp 942366, Despatch Timestamp 942366

PPSTEIcAsEes vian: 146 MAC Addr: 0000.6¢11.0001 DotldBasePort: 3

History Index 4, Entry Timestamp 944973, Despatch Timestamp 944973

PRSI v1an: 146 MAC Addr: 0000.6¢11.0001 DotldBasePort: 3

History Index 5, Entry Timestamp 945174, Despatch Timestamp 945174
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http://www.splunk.com/base/Documentation/latest/admin/MonitorFilesAndDirectories
http://www.splunk.com/base/Documentation/latest/admin/MonitorFilesAndDirectories

In the above example we have to extract 2 fields Operation and MAC_Address

Key value pairs for the fields
KEY Value

Added

Deleted
MAC Address
0000.6211.0001
0000.6cl1.1111
000b.5£76.7280
000b.5£76.7280

With help of Splunk Interactive Field Extractor we will create 2 fields to create Key value
pairs. i.e Operation and MAC_Address.

These are the Fields which will be used for tagging, searching (filtering) and reporting.
Tagging:

Tag is the feature of Splunk which enables the user fo add Domain knowledge. In this
example, tagging will assist us in identifying trusted MAC addresses from other, to
achive this, all trusted MAC addresses must be tagged Trusted in Splunk. To perform this
task, two options are available. The first option is to edit the Tags.conf if the list of
trusted MAC addresses is available to the administrator. The second option is to tag
through the GUI.

Tag This Field

Field

MAC_Address=0000 6c11.1111

Tags
Trusted

L 'III.:IIII'

Assume traps are saved under the name sourcetype:CiscoTraps

we have to search the traps as per requirement.

Expit | MAC Address Monitoring Using Splunk




Trap requirement 1: If we need to see the activity of the Trusted MAC:

Input the following into the search field: “sourcetype=CiscoTraps tag:: Trusted | stafts
count by MAC_address”

Following are the actual results taken from Splunk.

MAC_Address | count

0000.6211.0001 | 2
0000.6c11.1111 | 3
0000.6c11.1211 | 1
0000.6c12.0001 | 2

000b.5f76.7280 | 2
Trap requirement 2: If we need to see the activity of a Foreign MAC

Input the following into the search field: “sourcetype=CiscoTraps NOT tag:: Trusted |
stats count by MAC_address”

This will give you the list of Foreign MAC address to take action on

MAC_Address | count
0000.6c11.0001
0000.6c11.0201
0000.6c11.11x1
0000.6c11.1p11
0000.6c31.0001
000b.5176.7280

1
1
1
1
1
1

Any search can be saved and scheduled for continual monitoring and can trigger
alerts via email or RSS. You can even kick-off a script to take remedial actions or
generate a ficket at a service desk. Alerts can be triggered based on a variety of
threshold, trend-based conditions and even more complex searches.

Splunk an IT data search engine tool was customized to receive MAC address change
notifications through SNMP fraps. The Splunk based solution was customized by adding
the domain specific knowledge to create alerts for foreign MAC_Address infrusions in
the environment.
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